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Introduction
Many companies across all sectors are
struggling to prepare for the upcoming
General Data Protection Regulation
(GDPR). But why is this, given we have
known for years that such an historic
change was coming?

E AS
C
AN

ION

CO
M
PL
I
baringa.com

T
OP

SURANC
E

ULTUR
A
L
E C
AD
AG

IVE AD
ETIT
VA
P
NT
M
CO

It is fair to assume Britain’s preoccupation with Brexit is
causing something of a distraction for UK businesses. But,
as Marcus Scott, Chief Operating Officer at TheCityUK, puts
it: “If Brexit is a big wave crashing over your head, you
should still be worried about the shark of GDPR swimming
towards you.” Brexit must not be allowed to push all other
considerations aside.
In our experience, the real reason for a slow start to the
data privacy and security journey is fear. As companies
wake up to the reality that they will struggle to comply
with the new regulation by the 25th May 2018 deadline,
some are stuck in a state of paralysis.
Of course, most firms are taking some action towards
compliance. But this is driven more by threat than by
opportunity. The business leaders we speak to rarely say:
“GDPR – a boon for competitive advantage.” Yet, just like
everything else in business, GDPR is another route to
gaining a competitive edge.
It is for this reason that we have carried out research to
understand what consumers think and feel about their
personal data, so we can help guide businesses in how to
set themselves apart as trusted data governors.
We have learnt that trust hinges on all sorts of complex
relationships and is subject to change. Our findings reveal
that customers are likely to behave differently towards
their personal data in future. Companies that recognise

this, and strive to better understand their customers’ fears
and needs, will have a profound opportunity to strengthen
their loyalty. For it is our belief that under GDPR, data
privacy and security will become the new frontline in
corporate reputation.
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Business leaders are understandably hesitant to talk
about GDPR publicly, either through fear of drawing
attention to themselves or because they aren’t quite
ready for it. But too many are not talking about it
privately either. Until they do, they can’t start
responding to it.
Daniel Golding
Director, Baringa Partners:
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Building customer trust
How a company takes, uses and shares
personal details has become a critical
part of the customer relationship. “We
have an obligation to protect our
customers’ data and to ensure that we
are clear about how it is used”, says
Edward Tarelli, Director of Operations at
E.ON. “Companies that get this right will
benefit in the long run through a trusting
relationship with their customers."

64%

of customers trust
companies with their
personal data
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According to our survey of 2,000 UK adults, 64% of people
currently trust companies with their personal data. The
strongest reasons for trusting companies are because ‘they
are an established brand/have a strong reputation’ (29%)
and because ‘they have been my provider for a long time’
(18%). Specific data practices, such as transparency
relating to data privacy policies or using data for reasons
other than its original purpose, are considered to be less
important, although this is in many ways a false distinction
to make. If companies fail to shore up their data defences,
it is their brand that will take the hit.
Trust is highest in banks, followed by insurers, then energy
companies, and finally TV, phone or internet providers. This
is likely to be primarily due to customer understanding of

the complex regulation banks have to adhere to, as Marcus
Scott explains: “People know that banks are held to high
standards. While they may have some reputational issues,
ultimately, people trust them with their money, so they
trust them with their data, too.” The low churn among
banking customers compared to energy or internet
providers also works in their favour.
However, although long-standing relationships and brand
reputation are important, transparency and
communication also matter a great deal. Our findings
reveal that trust is correlated with knowing what data
companies hold on them, true for 54% of bank customers
compared to only 40% of energy customers. This is partly
because banks are considered by 55% of people to send

I trust my…

I know what data they
hold on me

I receive the right amount
of information from them

Bank

77%

54%

55%

Insurer

62%

40%

46%

Energy company

59%

40%

46%

TV, phone or internet provider

58%

42%

46%
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‘the right amount’ of communication regarding their
personal data, compared to 46% in other sectors. On
average, a third of people (33%) currently receive no
information whatsoever about the personal data held on
them.
Going forward, the companies that customers trust to
protect their data will not necessarily be those that claim
they are the best at data privacy, as Marcus Scott points
out. “There’s a sense in which people never trust somebody
who says: ‘trust me’”, he says. “If you think of the brands
the public trust, it’s not because they say they’re
trustworthy, but because they demonstrate it. Firms that
say they have the best data guardianship in the industry
may be setting themselves up for a fall.”

However, not every Board is ready to accept data
governance as a commercial and strategic driver, and Chief
Data Officer is not yet a standard senior level role. Edward
Tarelli is concerned about the possible effects of this gap:
“My worry is that many organisations have a middle
manager focused on GDPR who doesn’t have sufficient
access to senior executives.”
That said, data governance is becoming a much more
professionalised activity. Chief Data Officers, where they
exist, act as guardians of data within a company and
determine the data governance strategy. They have
technical knowledge, legal awareness and business insight.
Companies without one need to create this position and
give their CDO a seat at the executive table.

To earn a reputation for good data privacy management,
companies need to show it matters to them through
action. This will mean ensuring personal details given in
one context are never used for other purposes, providing
information that genuinely benefits customers rather than
‘marketing fluff’, and responding quickly and fully to
customer queries about how their data is stored and used.

Whole team effort

Ear of the Board

Telling staff that GDPR is the law and we simply have to live
with it will not ensure continued compliance, nor will it get
the team working together to exploit the potential
commercial opportunities the regulation brings. For GDPR
isn’t just about being prepared for a crisis. It is about
proactively speaking to customers and explaining what

Reputational risk is a Board concern. As such, it is the
Board’s responsibility to actively monitor and oversee data
governance activities.

data is currently held on them and why, so you can engage
them in a healthy and commercially beneficial
conversation. “Just the exercise of finding the data and
understanding where you obtained it from presents a
massive opportunity”, explains Daniel Golding. “Carrying
out re-consenting requests, for example, is a chance to
capture more data on your customers, so you can make
sure they get the right products to satisfy their needs.”
Ultimately, companies should strive to be in a position
where customers actively share additional information
with them because they are trusted to use it well. Get there
and a whole world of opportunity opens up, in creating
truly bespoke products and services, anticipating and
responding to changes in behaviour and trends, and
rewarding and retaining customers. GDPR can set a new
path for growth.

Many companies will treat GDPR primarily as a compliance
or an IT issue. Clearly, technology will play a huge role in
preparing for implementation and it would be foolhardy
not to ensure compliance. But what good management
teams should strive for is buy in from the whole team.
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Data breaches: preparing to respond
Preventing the loss of confidential data is
paramount. But being prepared to act if
something does go wrong is also critical
to an effective data governance strategy.

Our research reveals that companies could risk losing up to
55% of customers if they suffer a significant personal data
breach. As many as 30% of affected customers would
‘switch provider immediately’ and a further 25% would
‘wait to see a media response/what others say and do’
before switching.
Given the expected rise in data breaches under GDPR , this
potential threat to customer retention highlights the
choices companies need to make now, for the sake of their
business.
The threat of penalties handed out by the ICO under the
Data Protection Act of 1998 is not significant enough for
businesses to take seriously. In highly regulated
environments, like banking and energy, companies fear
regulators with a far bigger bite; the financial and
reputational repercussions of failing to comply with the
FCA or DEFRA, for example.

30%
baringa.com

of customers would walk away
from a company in the event of a
major data breach

It’s about having the right public and
customer messages ready, to explain what
happened and how the company plans to
act. Having a playbook which clearly
articulates the steps an organisation needs
to take in the event of a breach is critical.
David Blackwell
Partner, Baringa
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But this is all about to change. With only a few months to
go until GDPR comes into force, the potential for heavy
fines, grave reputational damage and loss of customers
through a failure to comply have thrust the ICO into the
limelight. Companies face another regulator with big teeth.
Companies would be wrong to assume this is an issue the
public are unaware of or uninterested in; our research
shows customers are becoming savvy about data
protection. As Edward Tarelli describes: “Highly visible
cases of recent data breaches have brought data privacy
and security to the forefront of consumers’ minds.”
Yet, many firms will fail to get their data house completely
in order before GDPR’s 25th May 2018 deadline.
In our experience, nearly all companies have multiple
versions of customer information saved to different
systems. These firms cannot trace the source of their data
or confirm its validity. They also struggle to establish a
lawful basis for each data processing activity, exposing
them to higher risk of a data breach. Under GDPR, it will be
critical for firms to establish integrated data systems for
the secure storage of personal data and the processing of
subject access requests.

Lightning could strike twice

Contagion effect

Even if customers do not choose to switch provider in the
event of a data breach, because the perceived hassle factor
is simply too high or they believe they are safer staying
where they are, a loss of trust is inevitable and no company
is immune from a second lightning strike.

Companies should be warned: rightly or wrongly,
customers will look across the entire sector if a firm
experiences a leak. As Edward Tarelli explains: “I’d be very
concerned if any organisation in our industry, regardless of
size, had a major breach because it would pull the rest of
the industry into that negative perception.”

The definition of a data breach within the GDPR is
extremely broad and will require companies to consider the
full range of scenarios that could occur. Breach
management processes will need to accommodate
additional requirements that necessitate a formal response
and notification to the ICO where people’s rights and
freedoms are at risk, and no later than 72 hours after
having become aware of it.

Companies cannot be fully protected against this, but they
do have options. Peter Jackson acknowledges there is a
choice to be made: “Companies need to consider what
they would do in the event one of their close competitors
experiences a data breach – whether they would
acknowledge it and release their own communications to
reassure customers or just wait and hope it doesn’t affect
them too.”

At the same time, companies will need to engage internal
or external experts and escalate the situation to the
accountable executives without creating overly
burdensome operating processes. They will also need to be
prepared to tell customers if their data was affected,
whether they need to change their passwords and any
other sensitive information, and if the leaked data could be
further compromised.

A robust infrastructure not only protects, it also enables
meaningful insights to be derived from that information.
This will allow businesses to act quickly and flexibly to
respond to changing trends, giving them a competitive
edge.
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Dealing with new customer demands
Companies will soon no longer have the
option of communicating with
customers about their data only when
things go wrong. Our research shows
that customer behaviours are likely to
change once GDPR is in place.
Companies will need to be in a position
to engage them in new types of
conversation.

70%

of customers are likely to
ask companies for reports
on their personal data

56%

of customers have no
idea what personal data
is held on them
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Under GDPR, individuals have the right to find out whether
or not personal data concerning them is being processed,
where and for what purpose. Instead of charging
customers £10, as they currently do, companies will be
obliged to return a free electronic copy of the individual’s
personal data. Failing to supply the information within a
month will be considered a Tier 1 breach of the rules and
companies will come under scrutiny of the regulator, as
well as facing fines of up to 4% of global turnover.
Our findings reveal that, if their provider was obliged to
respond, up to 70% of customers would be likely to ask
what personal data is held on them at one point or
another. No company knows exactly how many customers
will submit such a request in reality, but firms with millions
of customers are likely to face serious operational
challenges. As Peter Jackson, Chief Data Officer at
Southern Water, says: “Thinking about how we would
handle any rise in access requests is quite frightening. At
the moment, we process a modest number of data
requests. Even if that number rises just a little, it has the
potential to cause major disruption for us.”
Many companies have never needed to use anything other
than a manual process to respond to an individual
exercising his or her data rights. Historically, the volume of
people making such requests has been incredibly low – to
the extent that the majority of employees will have no idea
what a subject access request is, let alone what to do
when one is submitted. Where companies have
experienced access requests in the past, these have

The data protection gloves are off. By May
2018, there will be no barrier to people
making demands on their personal data –
and clearly many are expecting to do so.
Even if only 7% of the population follow
through, a small percentage of a big number
is still a big number.
David Blackwell
Partner, Baringa Partners
typically followed complaints by customers or
(ex)employees and, although there has usually been a
process for dealing with complaints of this nature, it is
unlikely to be fit for purpose in the post GDPR world as
individuals begin to exercise their rights on a more regular
basis.
Another risk is that the Information Commissioner’s Office
(ICO) or an industry regulator carries out an audit and
discovers that a company cannot provide information on a
random selection of individuals across all their databases.
This is the reality for many, as Marcus Scott describes: “If
you look at many big companies across all industries
around the world, they’re dealing with multiple legacy
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Would you be happy for the following suppliers to share your
personal data with third party companies?

Bank

Insurer

Energy

TV, phone,
internet

Yes - to get cheaper products or services

12%

13%

14%

13%

Yes - to get cash back or discounts

14%

9%

10%

10%

Yes - to make the process of switching provider easier

10%

7%

9%

8%

Yes - to get products that suit me better because the company knows more about me

6%

6%

5%

7%

No - I don’t want companies to share my data with any third parties

72%

74%

74%

74%

systems - sometimes hundreds and sometimes even
thousands - and there’s no way they can tell what data is
held on one person across all of them. It would take years
to tidy up and centralise their databases, so there needs to
be a sensible bedding in period.”

processing of personal data, respectively. The fact that
more than half of customers (56%) have no idea what
information companies currently store on them makes it
likely the demand for access, restriction and/or removal
could be high.

Firms have got to consider where else their assumptions
about customer behaviour could be wrong and prepare
accordingly. The right to data portability under GDPR not
only allows individuals to obtain their personal data, it also
enables them to move, copy or transfer it to another
company or service. At the same time, people can exercise
their right to be forgotten and their right to restrict
processing, requiring companies to erase and limit the

Innocent until proven guilty
Data requests are currently automatically filed as
complaints by organisations, because they are usually
submitted off the back of a breach. We believe this reflex
assumption should change under GDPR, given the appetite
among customers to access their data when it becomes a

freely available service. Companies need to be able to
distinguish between a request and a complaint.
The surrounding narrative must change, too. The UK
authorities tasked with implementing the new regulation
should not look on companies that have been attacked as
incompetent before finding out the facts. Marcus Scott
says that “we need to have a grown-up conversation about
how to make the world safer. If a company has been
negligent, then it should take the consequences; but if a
company has done everything expected of it, then it is not
the persecutor but the victim of a crime and should be
treated accordingly.”

baringa.com
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Benefits of sharing

It doesn’t surprise me that people can’t
keep track of where their personal data is. I
don’t know how many times I’ve been asked
what my mother’s maiden name is, but that
information must exist on hundreds of
databases across different companies. This
is a natural consequence of how companies
and consumers have been operating for
twenty years.
Marcus Scott
Chief Operating Officer, TheCityUK

While the majority of customers do not want to share
additional data about themselves with their existing
providers (67%), the main reason people would be happy
to do so is to ‘get cheaper products or services’ (18%).
Peter Jackson explains that mutual benefit is key. “I use
certain social media and I know what’s happening to my
data, which I’m not necessarily happy about but, because
of the value, I do it. There’s got to be an exchange of value
somewhere”, he says.
Third party sharing is a risk, as Marcus Scott considers:
“Think of the major companies that outsource information
and have suffered a breach because of third party
weakness. Firms needs to understand what happens in
their supply chain and how to control it.” But that is not to
say sharing data should not be done.
Where data is shared with third parties as part of a
controller-processor relationship, the purpose of this data
transfer is either to deliver direct benefits to the customer,
because the processor can perform a task that the
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controller cannot, or indirect benefits, because to carry out
the task is cheaper for the processor than it is for the
controller who is able to pass on the cost savings to the
customer.
However, firms should be more careful than they currently
are in carrying out robust due diligence on a third party
prior to any onboarding. This should extend not only to the
status of the organisation’s InfoSec estate, but also its
history and any insurance policies or other risk transfer
mechanisms it has in place.
As part of negotiations with a third party, companies
should implement appropriate contractual protections that
include definitions of the role of each party (i.e.
controller/processor obligations), model clauses,
appropriate limits of liability, warranties for notification of
breaches, delegation of processing authority, and
maintenance of security standards. Companies should also
periodically audit their third-party processors, or at least
establish a process for ensuring their ongoing reliability
and security.
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Recommendations to business
It is good news for businesses
that customers by and large trust
them with their data. But, as our
research clearly shows, they
cannot afford to be complacent.
Under GDPR, companies will not
only have to prove they can
protect personal data, they will
have to improve how they
communicate with and engage
customers about their data. The
pay-offs are improved levels of
trust and long-lasting customer
relationships.

A holistic and highly responsive data governance strategy that meets the requirements of the business and the regulators will:

Team

Operations

Strategy

p Report in to the Board to ensure data
governance is recognised as a
commercial and strategic driver
p Clarify the accountability framework for
the management, control and
monitoring of data privacy and security
functions
p Train staff in GDPR implementation
requirements, policies and processes,
as well as the benefits it delivers to
individuals and the wider business.

p Locate personal data across the legacy
estate and ensure that any new data
assets are appropriately organised,
retrievable and auditable
p Enable the use of new or enhanced
operating systems to trace, erase or
anonymise personal data
p Update IT capabilities to ensure it is
easy to produce and receive data
transfers in a safe and secure manner.

p Put contingency plans in place to deal
with sudden surges spikes in data
requests that would ordinarily
overwhelm business as usual
p Scenario test data breaches and include
war gaming as part of business
readiness and ongoing optimisation of
business breach response capabilities
p Have reactive communications on
stand-by in the event of a data breach,
explaining what happened and how the
company plans to act
p Identify how to use data to provide
added value to customers.

Please do get in touch if you would like to further explore how to improve your data governance strategy in advance of the GDPR
deadline. Our contact details are overleaf.

baringa.com
baringa.com

About Baringa Partners
Baringa Partners is an independent business and technology consultancy.
We help businesses run more effectively, reach new markets and navigate industry
shifts. We use our industry insights, pragmatism and original thought to help each
client transform their business.
Collaboration runs through everything we do. Collaboration is the essence of our
strategy and culture. It means the brightest and the best enjoy working here.
Baringa. Brighter Together.
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