Conduct risk

Financial crime
Further strengthening of the UKs AML/CTF (Anti-Money Laundering and
Counter-Terrorism Financing Act 2006 ) regime is on the horizon with
the next instalment of the EUs Anti-Money Laundering Directive, 5MLD
being targeted for transposition into UK Law by 10 January 2020.
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p Beneficial ownership of trusts: 5MLD extends beneﬁcial ownership
reporting requirements to any legal arrangement that is similar to a
trust, and also tax neutral trusts. It also widens access to the
central register of beneﬁcial ownership to any person who can show
a ‘legitimate interest’.

5MLD amends 4MLD, and includes some lessons learnt from the Paris
and Brussels terrorist attacks and the Panama papers, plus
technological innovation. Key changes include:

p No more anonymous safe-deposit boxes: Anonymous safe-deposit
boxes will no longer be allowed.
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p Cryptoassets: Custodian wallet providers and virtual currency
exchange platforms will fall within the scope of AML laws, as they
have been added as new obliged entities (OE).

p More prepaid instruments subject to due diligence (e.g. gift
cards, travel cards): The threshold requirement has been reduced
from €250 to €150.

p Improving enforcement: There will be new a national bank
account register to enable easy access by law enforcement
authorities to bank account information for all bank accounts, with
registries to be interconnected between member states.
Additionally, enforcement authorities will be able to request
information from an OE even where no Suspicious Activity Report
has been ﬁled.

The Sixth Money Laundering Directive (6MLD) will quickly follow 5MLD,
with EU member states having to transpose its requirements by 3
December 2020. Key changes in 6MLD include explicitly deﬁning
predicate offences for money laundering, increasing international
cooperation for prosecution of money laundering and the
harmonisation of tougher punishments and other dissuasive sanctions
for money laundering offences.

p Clarification of Politically-Exposed Persons (PEPs): Consistent
application of PEP screening by clarifying the functions that qualify
as “prominent public functions”.

These changes will impose greater obligations on ﬁrms to train staff to
recognise possible indicators of all predicate offences. In addition,
ﬁrms will have to implement monitoring systems to detect proceeds
possibly linked to these offences.

p Tighter controls relating to high risk third countries: 5MLD
prescribes enhanced due diligence measures for business
relationships or transactions involving high-risk third countries.

Update on key timings and trends

There is accelerating regulatory focus on managing the ﬁnancial risks
from climate change. Since the Paris Agreement in December 2015,
106 laws and policies have been introduced worldwide.

On 5th June 2018 the Prudential Regulation Authority (PRA), Financial
Conduct Authority (FCA) and Bank of England issued a joint discussion
paper on operational resilience, highlighting the increased regulatory
focus.

The PRA was the ﬁrst regulator to set standards for climate risk
management. Policy Statement 11/19 was released in April 2019
requiring banks and insurers to take a strategic approach to “managing
the ﬁnancial risks from climate change, taking into account current
risks, those that can plausibly arise in the future, and identifying the
actions required today to mitigate current and future ﬁnancial risks." In
addition it sets expectations in a number of areas including
governance, risk management, scenario analysis, and disclosures.
Firms are required to have initial plans and updated senior
management function (SMF) forms in place by October 15th 2019. The
policy set out in PS11/19 has been designed in the context of the
existing UK and EU regulatory framework and will not be affected in
the event that UK leaves the EU with no implementation period in
place.
In June 2019, the European Commission published guidelines on
reporting climate change-related information under the Non-Financial
Reporting Directive 2014/95/EU. The guidelines are a part of the
Commission’s Sustainable Finance Action Plan published in March 2018
that aims to reorient capital toward sustainable investment, manage
ﬁnancial risks arising from climate change, and foster transparency
and a long-term view in ﬁnancial and economic activities. The
guidelines list criteria for 67 economic activities and establish
standards on taxonomy, EU green bonds, and benchmarks.
Overall, we are seeing momentum building among policy makers,
investors, banks, insurers and companies in the real economy – both in
the UK and across the globe. We advise that companies act now to
understand and prepare for the uncertain impacts of climate change
by developing comprehensive strategies and implementation plans to
enhance their strategic resilience.

The authorities are expected to publish a consultation paper in Q4 this
year, reafﬁrming their approach to resilience and providing some
further clarity on some of the key principles outlined in the discussion
paper. However, the authorities are already holding some ﬁrms to the
standards set out in the discussion paper, and European and US
regulators are also exploring a similar direction. Banking ﬁrms
therefore need to start responding to this now, if they haven’t already.
But what does being resilient really mean, and how should banking
organisations respond? We believe that operational resilience cannot
be achieved in isolation, and is a factor of existing capabilities across
the organisation. These capabilities need to work in concert to allow an
organisation to offer resilient services to its customers and other
interested parties.
Key areas of focus are:
p Ensure clear ownership and accountability for operational
resilience, which includes understanding the critical people,
processes and systems that underpin a resilient service. The Board
should actively weigh up the costs of operational failures against
the ﬁnancial cost of being resilient.
p Design operational processes and locations to support resilience
during disruption. This includes areas such as Incident and crisis
management, and business continuity planning.
p Manage Business and IT change in a way that supports resilient
outcomes and resilience is a standard part of the change process.
p Ensure technology systems, processes, data and infrastructure are
sufﬁciently resilient to maintain service during disruption, and
support fast and effective recovery.
p Put adequate Information Security capabilities in place to protect
against adverse cyber security events.

Un-scalable solutions - Legacy solutions to monitor and
report on conduct risk, such as COI (conﬂicts of interest)
registers, product inventories, best execution controls,
etc. may not be scalable and tailored to meet the
evolving needs of the business
Shifting priorities - Increasing commercial, regulatory
and internal initiatives will impact the ﬁrm’s commitment
to continuously improve on delivering good conduct
outcomes and behaviours
Silo mentality and culture change - Different business
functions at the local and global level lack consistent
understanding of conduct risk and practical tools to
identify, mitigate and report conduct concerns in a way
which is efﬁcient and embedded into BAU

Sustainability - Ensuring conduct risk management
continues to operate in an evolving ecosystem past the
ﬁrst 12-18 month honeymoon period requires C-suite
level commitment and desk-level management
persistence

Your guide to critical regulatory milestones, analysis
of hot topics and emerging regulatory trends

Operational resilience

Revenue concerns - Front ofﬁce face a challenging
market to deliver revenue growth and may be less
receptive to demonstrating best-in-class outcomes if this
may impact revenue

Increased cost of failure - Failure to adequately
manage conduct risk will result in negative ﬁnancial,
reputational and client outcomes, however ﬁrms must
ﬁnd the balance between the cost of change vs. the cost
of failure

p Increasing transparency of beneficial ownership of corporates:
Wider access to each Member State’s central register of beneﬁcial
ownership of corporates. There is a new ‘discrepancy reporting
requirement’ which requires OEs to report any discrepancies they
ﬁnd between the information that they hold, and the information
on the register.

Climate change risk

Senior leaders across the ﬁnancial services industry continue to face
challenges to ensure that conduct risk is a living and breathing risk
discipline embedded into the ways of working across key business
functions.

p Understand and manage resilience risk relating to third-party
suppliers and partners, with suppliers assessed on how they
manage risk at the point of selection as well as on an on-going
basis.
p Put in place an organisational culture that values behaviours
supporting resilient outcomes, and people with sufﬁcient skills and
knowledge to maintain resilience.
We are working with ﬁrms on all aspects of their resilience framework,
and helping them respond to some of the speciﬁc requirements in the
discussion paper, including helping them think through how to deﬁne
and prioritise services and calibrate their impact tolerances.

About Baringa Partners
Baringa Partners is an independent business and technology
consultancy. We help businesses run more effectively, navigate
industry shifts and reach new markets.
We use our industry insights, ideas and pragmatism to help each
client improve their business.
Collaboration is central to our strategy and culture ensuring we
attract the brightest and the best. And it’s why clients love working
with us.
Baringa. Brighter together.

The EU Cybersecurity Act
On the 27 June, ENISA, the EU Agency for cyber security adopted its
new mandate under the European Cybersecurity Act. The Act, further
increases the important role that ENISA plays in both ensuring
effective cybersecurity across the EU and driving innovation and cooperation. Under its new mandate ENISA will be developing a
Cybersecurity Certiﬁcation Framework aimed at ICT products and
services, ultimately addressing two distinct challenges affecting
industries today:
1. The emergence of different cyber security certiﬁcation schemes
that do not align to any overarching framework and therefore
struggle to be sustained or valued in the market, and;

Baringa’s Finance, Risk and
Compliance Team
Baringa’s Finance, Risk and Compliance Team specialises in helping
ﬁrms understand and respond to the strategic, ﬁnancial and
operational implications of new regulation and to enhance risk
management. A trusted advisor to risk, compliance and treasury
leaders, Baringa Partners’ capabilities and credentials span banking,
insurance, asset management, capital markets, commodities and
wholesale energy.
For more information please contact: risk@baringa.com or Chris
Nott (Partner) on +44 203 763 4859 or David Harris (Partner) on
+44 7717 413 805.

2. The lack of support and governance to ensure strong coverage of
cyber security requirements across multiple industries, whether it’s
supporting smaller SMEs that provide ICT products and services to
large organisations, or the security of IoT affecting critical national
infrastructure.
Organisations should keep a close eye on the development of this
framework and seek to embed this change within their vendor
management and risk assessment frameworks.
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The timelines reﬂect a number of key regulatory themes
in the shape of both guidance and requirements that
will be affecting the banking sector in 2019 and looking
forward to 2020. It is important that ﬁrms consider the
potential impacts on their business. The timeline covers
themes such as Basel III, CRD V/CRR II, IBOR reform,
vulnerable customers, resolvability and climate change.
Baringa’s Finance, Risk and Compliance team specialises
in helping ﬁrms understand and navigate the spectrum
of regulatory milestones and challenges as well as
provide insight and solutions addressing key industry
trends. We are unique in our ability to bring together
these skills within a single team, combining capabilities
to bring the very best advisory and delivery services to
our clients.

Sub-theme
Capital

p Basel III
p CRD V / CRR II
p FRTB
p MREL
p TLAC (UK)

Open Banking

p PSD2

Brexit

p UK exits EU

Securities

p SFTR

Structural
Reform

Structural
Banking
Reform /
Recovery &
Resolution

p BRRD
p UK Ring-fencing
p FSB Bank Recovery &
Resolution Planning
p Impediments to
resolvability
p UK Bank Recovery &
Resolution Planning

Market
Structure

Investment
Management

p PRIIPS

EU / Global

p AMLD V

Cyber Resilience

p IT Risk

Resolvability

p Creditor Hierarchy
Directive
p Non-Performing Loans

Trading

p EMIR
p MiFID II
p IBOR Reform

Payments

p PSD II

Disruption and
innovation

p Fintech
p Automated Advice
p Regtech
p Crowdfunding

Financial
Regulation

Abbreviations
AMLD V
BCBS
BoE
BRRD
CCA
CCP
CDS
CMA
CRD/R
CVA
EBA
EC
ECB
EEA
EMIR
ESA
ESG
ESMA
ESTER
EU
FAMR
FATCA
FCA
FI
FINRA
FRC
FRTB
FSB
FSMA
GSIB
HMRC
HMT
ICAAP
ILAAP
LCR
LIBOR
MiFID
MREL
PRA
PRIIPS
PSD II
RPA
RTS
SI
SMCR
SONIA
SRB
TCFD
TLAC

Anti-Money Laundering Directive V
Basel Committee on Banking Supervision
Bank of England
Bank Recovery and Resolution Directive
Consumer Credit Act
Central Counterparty
Credit Default Swaps
Competition and Markets Authority
Capital Requirements Directive/Regulation
Credit Valuation Adjustment
European Banking Authority
European Commission
European Central Bank
European Economic Area
European Market Infrastructure Regulation
European Supervisory Authority
Environmental, Social and Governance
European Securities and Markets Authority
Euro Short-Term Rate
European Union
Financial Advice Market Review
Foreign Account Tax Compliance Act
Financial Conduct Authority
Financial Institution
Financial Industry Regulatory Authority
Financial Reporting Council
Fundamental Review of the Trading Book
Financial Stability Board
Financial Services and Markets Authority
Global Systemically Important Bank
Her Majesty's Revenue & Customs
Her Majesty's Treasury
Internal Capital Adequacy Assessment Process
Internal Liquidity Adequacy Assessment
Liquidity Coverage Ratio
London Inter-Bank Offered Rate
Markets in Financial Instruments Directive
Minimum Requirement for Own Funds and Eligible Liabilities
Prudential Regulatory Authority
Packaged Retail Investment Products
Payment Service Directive II
Robotics Process Automation
Regulatory Technical Standards
Systematic Internaliser
Senior Managers Certiﬁcation Regime
Sterling Overnight Index Average
Single Resolution Board
Task Force on Climate-related Financial Disclosures
Total Loss Absorbing Capital

Risk Mngmnt.

Conduct
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p Internal models

Operational
Resilience

p Operational Risk

EU / Global

p EU Benchmarks Reg.

UK

p SMCR

Consumer
Credit

p Big Data
p Consumer Credit Act
p High Cost Credit
p Debt Management
p Credit Information

For more information please contact:
risk@baringa.com or Chris Nott (Partner) on
+44 203 763 4859 or David Harris (Partner) on
+44 7717 413 805.

Regulation

Consumer
Vulnerability

p Market Integrity
p Vulnerable customers

Sustainable
Finance

p Climate Change
p Green Bonds
p Credit Rating
p Sustainability Ratings
p Corporate
Governance
p TCFD report

JAN

FEB

Q1-Q2 2019: FSB
expected to conduct a
review of the technical
implementation of TLAC

MAR

APR

MAY

JUN

JUL

Q2 2019: Earliest likely date
Q3 2019: EBA is expected to publish a
for a political agreement by EU
report to the Commission on the EU
institutions on the Level 1 text
implementation of Basel III
of the CRD V/CRR II package
Q2-Q3 2019: Earliest likely date for secondary rulemaking to begin
following a political agreement by EU institutions on a Level 1 text for
the CRD V/CRR II package

AUG

SEP

OCT

NOV

DEC

2020+

Q4 2019: Implementation date for the
revised GSIB assessment methodology
Q4 2019: Expected delegated act
implementing the FRTB as a reporting
requirement

2022: Final MREL requirements to come into force
01.01.22: Implementation of the internal model output ﬂoor
01.01.22: Implementation of the revised Standardised Approach for Credit Risk
01.01.22: Implementation of the revised approach to Operational Risk
01.01.22: Implementation of the ﬁnalised leverage ratio framework and
G-SIB leverage ratio buffer l 01.01.22: Implementation of the revised
IRB framework l 01.01.22: BCBS deadline for the revised market risk framework to be implemented

14.03.19: Testing “sandbox” environment that includes APIs, documentation and support 14.09.19: (PSPs) Regulatory Technical Standard (RTS) compliance deadline
31.10.19: UK exits the EU (in case of no extension agreed by EU27 members)
Q2-Q3 2019: Application of reporting requirements
for credit institutions and investment ﬁrms

Q3-Q4 2019: Application of reporting requirements for
central securities depositories and central counterparties

Q4 2019-Q1 2020: Application of reporting
requirements for insurers and investment funds

Q1 2019: UK Ring Fencing requirements must be in place (with the exception of separation of pension schemes)
Q1 2019: SRB will complete detailed assessments of banks' substantial impediments to resolvability
Q1 2019: PRA rules on Operational Continuity in Resolution become applicable
Q1-Q2 2019: FSB will publish the results of its thematic peer review on bank resolution planning
Q1-Q4 2019: UK banks will be required to submit the ﬁrst round of resolvability self-assessments
Q1-Q4 2019: BoE will launch a pilot of its approach to cyber stress testing, with a focus on payments
Q1-Q4 2019: BoE will begin public disclosure of UK banks' resolution plans and its own assessment of UK banks' resolvability

Q1-Q2 2021: Application of reporting
requirements for non-ﬁnancial counterparties

Q4 2019: Earliest likely application
date of revised BRRD
Q4 2019: BoE will consult on a new
disclosure and assurance framework
for bank resolvability

01.01.22: Deadline for the BoE to
complete work to make the UK
resolution framework fully resolvable

10.01.20: Directive will come into force, bringing virtual
currency exchanges and custodian wallet providers into it

Q1 2019: ESAs are expected to submit RTS to the Commission setting out targeted amendments to PRIIPs rules
Q1 2019: FCA is expected to publish a feedback statement on its call for input

Q2-Q3 2019: Expected FPC pilot cyber stress test (payments); March 2019: BoE FPC published details on pilot for cyber stress test (payments)

Q1-Q2 2019: ECB has indicated it plans on issuing supervisory expectations on how banks approach IT risks in general
Q2 2019: First legislative proposal to amend EMIR is expected to be ﬁnalised in the ﬁrst half of 2019 l Q2 2019: CCP supervision
proposal is expected to be ﬁnalised in the ﬁrst half of 2019 l Q2 2019: Euro risk free rates working group is expected to provide
recommendations on contract, protocol and regulatory amendments l 30.04.19: Updated transitional transparency calculations
for derivatives, exchange-traded-commodities and exchange-traded notes, structured ﬁnance products and emission allowances,
large inscale and size speciﬁc to the ﬁnancial instrument thresholds for bonds to be published l Q2-Q4 2019: A SONIA term rate is
expected to be available

Q1 2019: Application date for revising
the creditor hierarchy for unsecured debt
to facilitate the implementation of TLAC
Q1-Q2 2019: Regulation on prudential
backstops for non-performing loans
enters into force

09.05.19: Category
4 ﬁrms subject to
clearing obligation
for CDS

Q1 2019- Q4 2020: Euro risk free rates
working group is expected to develop and
launch a Euro risk free rate term structure

Q1-Q2 2019: FCA to publish an updated
Memorandum of Understanding with the ICO
on how they will work together in the future

21.06.19: Category Q3 2019: Expected start date of the
SONIA term rate daily publication
3 ﬁrms subject to
clearing obligation 01.09.19: Initial margin requirements
for ﬁrms exceeding the EUR 750 bn
for CDS
threshold to be phased-in

Q2 2019: UK ICO will launch
the trial phase of its sandbox
focused on data protection

01.01.21: EU's directive to expedite
collateral enforcement and facilitate
secondary markets of non-performing
loans becomes applicable (except several
provisions on credit servicers)

Q4 2019: Daily
03.-7.20: Open-access requirements for exchange traded derivatives
publication of
to apply to several major trading venues previously exempted
ESTER is expected
01.09.20: End of phase-in for initial margin
to start
Q4 2021: FCA announced that by end-2021 they would no longer
seek to compel or persuade panel banks to submit LIBOR quotes

Q4 2019: EBA is expected to publish a report/opinion on regulatory technologies
Q4 2019: UK government’s Fintech Delivery Panel will publish a set of industry standards that will support Fintech ﬁrms by providing them
with a consistent understanding of what ﬁnancial services ﬁrms will need from them before entering into partnership arrangements

Q2 2019: FCA will publish its ﬁnalised rules on crowdfunding, to address areas of concern, especially for loan-based crowdfunding l Q2 2019: EU Commission Expert
Q1 2019: ESAs will explore the need for guidelines
Group will asses unjustiﬁed regulatory obstacles to ﬁnancial innovation, and whether the current regulatory framework fosters ﬁnancial innovation and the scaling up of
on outsourcing to cloud service providers
innovative start-ups l Q2-Q4 2019: EBA is expected to report on emerging technology risk and give guidance for prudential supervisors
Q1 2019: FCA is expected to feedback on
its outcomes testing on automated advice
Q1 2019: EU Commission is expected to publish a report on best practices for regulatory sandboxes
Q1 2019: ECB is expected to ﬁnalise the standards on ICAAP and ILAAP

Q4 2019: Expected consultation paper on regulatory approach to Operational Resilience. Separate papers expected from PRA and FCA

September 2019: EBA guidelines on
Outsourcing Arrangements
Q2-Q4 2019: SM&CR extension expected to come into effect for solo-regulated ﬁrms

2020: Operational resilience expected to be incorportated
into the PRA's Prudential Framework by the end of 2010
01.01.20: Transitional arrangements for certain benchmarks will expire

Q2 2019: FCA is expected to publish a review of the Debt Management sector l Q2 2019: FCA is expected to publish the terms of reference for a market study on credit information

Q1 2019: FCA is expected to publish a consultation paper on the Consumer Credit Act retained provisions review l Q1 2019: FCA is expected to publish a consultation paper and a policy statement on high-cost credit
Q1-Q4 2019: EBA is expected to publish a report on ﬁnancial exclusion and big data
Q1 2019: FCA is expected to publish a report for consultation on market integrity l Q1 2019: FCA is expected to publish new guidance on vulnerable consumers
Q1-Q2 2019: Treasury Committee is expected to report on its inquiry into the level of access consumers have to ﬁnancial services, with a particular focus on vulnerable customers

01.04.19: FCA price cap on rent-to-own products is expected to come into force pending a consultation

Q2 2019: PRA is expected to publish its supervisory statement on the management of ﬁnancial risks from climate change
Q1 2019: EC technical expert group is
Q2 2019: EC technical expert group is expected to report on an EU standard for green bonds l Q2 2019: A delegated act on the
expected to provide an EU classiﬁcation
content of the prospectus for green bond issuance is expected l Q2 2019: EC technical expert group is expected to report on
system for climate change mitigation
the design and methodology of the low-carbon benchmark l Q2 2019: ESMA is expected to assess practices in the credit rating
activities l Q1 2019: ESAs are expected
market and to include ESG information in its guidelines on disclosure for credit rating agencies l Q2 2019: EC is expected to
to collect evidence of undue short-term
carry out a study on sustainability ratings and market research l Q2 2019: Expected revision of guidelines for companies on
pressure from capital markets on
corporations l Q1 2019: FCA expected to how to disclose non-ﬁnancial information in relation to climate-related data l Q2 2019: EC is expected to assess potential
consult on how workplace personal pension measures to promote corporate governance more conducive to sustainable ﬁnance l Q2 2019: TCFD expected to publish an
schemes consider ESG and climate change updated report to the FSB
risks and opportunities and relevant nonﬁnancial factors l Q1-Q2 2019: EC is considering incorporating climate risks into ﬁrms' risk management policies and potential calibration of banks' capital requirements
under CRR/CDR

Q3 2019: EC to report on progress made
on actions involving credit rating
agencies l Q3 2019: EU classiﬁcation
system for climate change and
sustainable activities is expected to
come into effect l Q3 2019: TCFD
expected to publish a report on
implementation progress l Q3 2019:
PRA is expected to publish a report and
survey results on the UK banking
sector's response to climate-related
ﬁnancial risks

